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Review of Channel Shift 2016/17                               Issued: 13 September 2016

Opinion: Limited assurance 
Previous Review: No previous review 

The purpose of this review was to provide an assurance on the Council’s 
arrangements for Channel Shift which included effectiveness of its Channel Shift 
strategy and communication of its Channel Shift arrangements to Officers and the 
General Public. Key areas examined were the Council’s approach to implementing 
Channel Shift initiatives and whether the initiatives were being effectively 
supported and encouraged by service managers and other key stakeholders.

 To this effect, the following key risks and controls were examined:

1. Risk that the Channel Shift arrangements may not take into account national 
guidance or good practice.
 

2. Risk that an agreed strategy for the development of Channel Shift may not be 
in place.

3. Risk that service departments may not consider Channel Shift to be their 
priority.

4. Risk that the Channel Shift initiative may not have been effectively 
communicated to the Public or to Council Officers.

5. Risk that planned and proposed initiatives by the IT department may not have 
been effectively implemented.

6. Risk that opportunities to achieve or demonstrate efficiency or value for 
money may not be maximised, for example using benchmarking to assess 
performance with other local authorities.

7. Risk that fraud and corruption may be undetected, for example the self 
service facilities allow unauthorised transaction.

8. Risk that Operational and Strategic risk assessments of the channel shift 
process may not be undertaken in accordance with Council’s policy and risks 
are not adequately managed 

Audit testing results indicated that controls were fully met in three of the aspects 
examined, whilst five aspects were partially met in relation to compliance. (Risks 
2,3,4,5 and 6). 

The opinion of the auditor was that there is Limited Assurance in place to ensure 
achievement of service objectives pertaining to the audited system. This meant 
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there were weaknesses identified within the framework and there existed evidence 
of non-compliance with Council procedures or good practice, which put the 
achievement of the Council’s or service objectives, in many of the areas reviewed, 
at risk.

The following four recommendations were agreed with Management to address 
the areas where controls were partially met. These relate to risks 2,3,4,5 and 6.

 A corporate mission statement for the development of Channel Shift 
initiatives should be agreed and documented by the Directorate and shared 
with the Management Team. Once a corporate mission statement has been 
agreed a plan for implementing the mission statement should be prepared. 
This plan should be endorsed and monitored by the Management Team.

 Back office support needs to cope with the increased demand arising from 
Channel Shift initiatives. Therefore, a review of existing back office support 
arrangements should be discussed as part of the officer review of services 
that will commence in September 2016.The risk implications for on line 
council services which cannot be supported by back office systems outside 
normal council hours needs to be considered by the Management Team.

 Each DBC webpage should have a review date evident on it. This review 
date will signify when details on the webpage need to be reviewed or 
updated.
Once a review date has been determined for each webpage a quarterly 
report should be produced by the IT section which shows which DBC 
webpages have not been reviewed /changed even though the review date 
has expired. For example, the report could show the number of pages not 
reviewed per department. This. report should then be distributed to the 
Management Team for follow up and monitoring purposes.

 Consideration should be given to whether the Council’s existing 
arrangements for publicising the Council’s webpage services are delivering 
or will help to deliver the desired outcomes. This could be considered as 
part of the Council’s strategy for migrating services to self-service web 
based facilities.

Members will be advised of the progress in implementing these recommendations 
in due course.

Review of Business Continuity &                                    Issued: 5 October 2016
Emergency Planning 2016/17

Opinion: Limited assurance 
Previous Review: There has not been an audit of this subject in recent years

The purpose of this audit was to provide assurance on the Council’s arrangements 
for the continuation of Council business, in the event of a disaster, including the 
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emergency planning arrangements impacting on the public. This audit examined 
the effectiveness of the arrangements to facilitate continuity of the Council 
business and to enable a swift return to business as usual and minimise the impact 
on the community of environmental incidences, for example, flooding. The review 
also provided assurance regarding the effectiveness of the arrangements to act 
quickly and efficiently in meeting the needs of the relevant stakeholders

To this effect, the following key risks and controls were examined:

Risks Examined Opinion
1 The Council may not comply with relevant legislation, for 

example the Civil Contingencies Act 2004, and Council 
policy and procedures.  

Full Assurance

2 Emergency and Business Continuity Plans may not be 
current, authority wide or valid.

Limited Assurance

3 There may be failure in the delivery of critical 
services.

Limited Assurance

4 There could be insufficient availability of staff to ensure 
continued service delivery.

Full Assurance

5 Access to resources, goods and services could be 
restricted or withdrawn.

Substantial 
Assurance

6 Transport links to and through areas could be 
restricted or compromised.

Full Assurance

7 Fraud and corruption may be undetected. Full Assurance
8 Opportunities to achieve or demonstrate efficiency 

or value for money may not be maximised.
Full Assurance

9 Risk assessments may not be undertaken and risks 
not adequately managed.

Full Assurance

Audit testing results indicated that controls were fully met in seven of the aspects 
examined, whilst two aspects were partially met in relation to compliance. (Risks 2 
and 3 which had limited assurance).

The overall opinion of the auditor was that there is Limited Assurance in place to 
ensure achievement of service objectives pertaining to the audited system. This 
meant that there were weaknesses identified within the framework and there exists 
evidence of non – compliance with Council procedures or good practice, which put 
the achievement of the Council’s or service objectives, in many of the areas 
reviewed at risk. The findings of the review can be summarised as follows;

 Business Continuity Plans may not be current, authority wide or valid.
 Risk of failure in the delivery of critical services particularly if the Information 

Communication Technology infrastructure is not in place at the Disaster 
Recovery site.

 The Major Emergency Plan needs to be updated to take into account 
changes in personnel and responsibility for corporate properties. 

Agreed Recommendations
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The following three recommendations were agreed with Management to address 
the areas where controls were partially met. These relate to risks 2 and 3. 
 

 In depth testing of departmental business continuity plans should take place 
to ensure that they are fit for purpose.

 Complete the establishment of Information and Communication and   
Technology (ICT) Disaster Recovery (DR) site and develop documented 
procedures to invoke DR and test the ICT DR process, which will include:

1) Review the overall arrangements for Business continuity in the event that the 
Civic Centre was damaged such that its offices, IT systems and links were 
not usable.

2) Review the individual services Business Continuity Plans as a whole in the 
light of the improved ICT DR facilities and recognise the limitations as there 
will not be capacity for 300 people to connect remotely from wherever to work 
as normal. This raises the need to include questions about how would it be 
decided who was granted that access, bearing mind the interdependencies 
between services.

3) The individual service business continuity plans already refer to the loss of 
ICT and the backing up of data and they should also consider what 
equipment and/or facilities are required and after what period of time they will 
be able to remotely connect to some or all of their systems to get back to 
normal.

4) Implement current plans about changes to the provision of the Council’s 
Telephony that would greatly improve the speed with which it could be 
recovered quickly.

 The section of the Major Emergency Plan (MEP) that deals with Finance 
should be updated to take account of staff changes, for example the post of 
Head of Finance and Resources no longer exists and should, for the most 
part refer to the Financial Services Manager. Also, the responsibility for 
corporate properties should be clearly indicated.

Members will be advised of the progress in implementing these recommendations in 
due course.


